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Abstract There has been an increasing concern for the
security of multimedia transactions over real-time embed-
ded systems. Partial and selective encryption schemes have
been proposed in the research literature, but these schemes
significantly increase the computation cost leading to
tradeoffs in system latency, throughput, hardware require-
ments and power usage. In this paper, we propose a light-
weight multimedia encryption strategy based on a modified
discrete wavelet transform (DWT) which we refer to as the
secure wavelet transform (SWT). The SWT provides joint
multimedia encryption and compression by two modifica-
tions over the traditional DWT implementations: (a)
parameterized construction of the DWT and (b) subband
re-orientation for the wavelet decomposition. The SWT has
rational coefficients which allow us to build a high
throughput hardware implementation on fixed point arith-
metic. We obtain a zero-overhead implementation on cus-
tom hardware. Furthermore, a Look-up table based
reconfigurable implementation allows us to allocate the
encryption key to the hardware at run-time. Direct imple-
mentation on Xilinx Virtex FPGA gave a clock frequency of
60 MHz while a reconfigurable multiplier based design gave
a improved clock frequency of 114 MHz. The pipelined
implementation of the SWT achieved a clock frequency of
240 MHz on a Xilinx Virtex-4 FPGA and met the timing
constraint of 500 MHz on a standard cell realization using
45 nm CMOS technology.

A. Pande (X)) - J. Zambreno

Electrical and Computer Engineering, 2215 Coover Hall,
Ames, IA 50011, USA

e-mail: amit@iastate.edu

J. Zambreno
e-mail: zambreno@iastate.edu

Published online: 06 July 2010

Keywords Discrete wavelet transform -
Multimedia encryption - Reconfigurable hardware

1 Introduction

The recent emergence of embedded multimedia applica-
tions, such as mobile-TV, surveillance, video messaging,
and tele-medicine have increased the scope of multimedia
in our personal lives. These applications increase the
concerns regarding privacy and security of the targeted
subjects. Another growing concern is the protection and
enforcement of intellectual property rights for images and
videos. These and other issues such as image authentica-
tion, rights validation, identification of illegal copies of a
(possibly forged) image are grouped and studied under the
label of digital rights management (DRM).

The computer security protocols (e.g. SSL, Wagner and
Schneier [34], TLS [4]) and cryptographic ciphers, e.g.
AES (FIPS 197 [9]), DES (FIPS 46-2 [10]), IDEA [16],
drive much of the world’s electronic communications,
commerce, and storage. These techniques have been
used for conventional multimedia encryption and
authentication.

In one version of these schemes, some form of private-
key encryption algorithm is applied over the full or partial
output bit stream from the video compression engine. This
naive approach is usually suitable for text, and sometimes
for small bitrate audio, image, and video files that are being
sent over a fast dedicated channel. Secure Real-time
Transport Protocol, or shortly SRTP [2]), is an application
of the naive approach. In SRTP, multimedia data is pack-
etized and each packet is individually encrypted using
AES. The naive approach enables the same level of secu-
rity as that of the used conventional cryptographic cipher.
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Consequently, a multimedia compression engine [32]
has an additional encryption engine to ensure multimedia
security. Depending on the scheme used, the encryption
operation is performed either at some intermediate level
during compression or after the final compression. How-
ever, these cryptographic ciphers require a large amount of
computational resources and often incur large latencies.
Hardware implementations of AES are often pipelined,
leading to a significantly large latency for real-time
applications [12].

The large data volumes, interactive operations, real-time
responses, and scalability features that are inherent to real-
time multimedia delivery restrict the practical application of
these naive cryptographic schemes. Selective encryption
schemes have been proposed in research literature [19]; Lian
et al. [18]; Martin and Plataniotis [24]; Brachtl et al. [3];
Engel and Uhl [8] to reduce the computational requirements
of full encryption schemes. Lian et al. [18] present a scheme
for encryption of Discrete Cosine Transform (DCT) coeffi-
cients’ signs and watermarking of DCT coefficients. Lian
et al. [18] uses Exp-Goloumb codes for the encryption
operation. Cheng and Li [6] propose a DWT-based partial
encryption scheme which encrypts only a part of com-
pressed data. Only 13-27% of the output from quadtree
compression algorithms is encrypted for typical images.
A good summary of efforts in selective or partial encryption
of images can be found in Liu and Eskicioglu [19].

Furthermore, embedded multimedia systems have con-
straints on power consumption, available computation
power and performance. Real-time embedded systems face
additional constraints on power consumption, hardware
size and heat generation in the chip which requires design
and mapping of computation-savvy encryption schemes for
such architectures. Recently, power-aware designs have
been proposed for video coding in embedded scenarios [5].
The authors in Cheng et al. [5] propose a multi-mode
embedded video codec with DRAM area and external
access power savings to support a real-time encoding of
CIF images (having resolution of 352 x 288 pixels).
Adding a sequential or pipelined encryption stage to the
system in Cheng et al. [5] will add to system latency and
further increase the power/heat budget of such a design.

Such limitations can be alleviated through the devel-
opment of parameterized compression blocks that can
achieve simultaneous encryption. Thus, the compression
operation itself uses a key to encode the input data and no
external cryptographic engine is required. Recently, some
schemes have been developed using this compression-
combined-encryption approach. Grangetto et al. [11]
introduce a parameterization in the arithmetic coding stage
of multimedia compression. This parameterization is used
to build a key scheme. However, the performance of such
scheme for embedded systems remains untested. Kim et al.
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[15] presents a variation of [11] that improves the security
performance of parameterized arithmetic coding scheme
but increases the complexity in hardware implementation.

Mao and Wu [22] presents a joint signal processing and
cryptographic approach to multimedia encryption. They
use index mapping and constrained shuffling to achieve
confidentiality protection. This ensures that the encrypted
bitstream still complies with the state-of-the-art multimedia
coding techniques. The scheme gives good results, how-
ever, it requires extra computations (and hence extra
hardware resources) to implement such a scheme. Lian and
Wang [17] presents a multimedia encryption scheme based
on wavelet coefficients confusion. However, a scheme
based on wavelet coefficients permutations alone is bound
to be separable and weak against any cryptanalysis. In this
work, we do use a wavelet coefficient permutation called
‘subband re-orientation’ which is optimized for imple-
mentation without any computation overheads. However,
our overall scheme has more parameters that build the key
space which prevents an adversary from easily cracking
our scheme by parallel brute force trials in the individual
subbands.

Fast Encryption Algorithm for Multimedia (FEA-M) has
been proposed for real-time multimedia encryption [36]. It
works with Boolean matrix and can be implemented effi-
ciently on hardware. However, there have been several
attacks against such algorithms and proposals have been
written to improve the security [35].

This paper presents a multimedia encryption scheme
based on parameterized construction of the DWT and
subband re-orientation for the wavelet decomposition,
called the secure wavelet transform (SWT). An efficient
hardware implementation (direct implementation and a
reconfigurable constant multiplier (RCM) based imple-
mentation) of the SWT using both FPGA and ASIC tech-
nology is also presented in this paper. The initial results
regarding parameterized construction of the DWT were
presented in Pande and Zambreno [26].

Section 2 gives the theory and mathematical prelimi-
naries of the proposed SWT architecture. Section 3 dis-
cusses the image security provided by the SWT. In Sect. 4,
we present an optimized hardware architecture for the
SWT. Hardware optimizations, FPGA and ASIC imple-
mentation results and a RCM implementation has been
presented in this section. Section 5 concludes the paper
with insight of future works.

2 Preliminaries
Prior works in signal processing establish that the 1D DWT

can be viewed as a signal decomposition using specific low
pass and high pass filters Strang and Nguyen [31]. A single
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stage of image decomposition can be implemented by
successive horizontal row and vertical column wavelet
transforms. Thus, one level of DWT operation is repre-
sented by filtering with high and low pass filters across row
and column, respectively. After each filtering stage, down
sampling is done by a factor of two to remove the redun-
dant information.

The two most common DWT filters used in image
compression are the Le Gall’s 5/3 and the Daubechies 9/7
filters Christopoulos et al. [7], accepted in the JPEG2000
standard. The Le Gall’s filter has rational coefficients and
its hardware implementation requires less resources. The
Daubechies 9/7 filter has better compression performance,
however, it has irrational coefficients and leads to lossy
compression. Applying a 2D DWT to an image of resolu-
tion M x N results in four images of dimensions % x .
Subsequent levels of DWT-based decomposition yield a
multi-resolution structure suitable for image compression.

2.1 Parameterized construction of DWT

There are four filters that comprise the two-channel
bi-orthogonal wavelet system. The analysis and synthesis
low-pass filters are denoted by H; and H,, respectively.
The analysis and synthesis high pass filters are denoted by
G, and G,, respectively, and are obtained by quadrature
mirroring the low-pass filters.

Gi(z) = 2 'Hy(—2), G2(2) = zH\(—2)

The perfect reconstruction (PR) condition for a DWT filter
simplifies to the following:

H\(2)Ha(z) + Hi(—2)H2(—z) =2

Liu and Zheng [20] present a parameterized construction of
Bi-orthogonal wavelets filter banks (typically used for

image compression). For even number of vanishing
moments, H,(z) and H,(z) are represented as follows:

i = () (a2 +2) )

H,(z) (zf% + z%) * x0(z)

where
3 1 1\ 2n

0@ =Y anx (4+2) hb20.{,b} €7
n=0

and o is the free parameter introduced in the design. The
values g,, are calculated by the following expression:

o= ((FF720 e -ar).

n=0,..,L—1

and

qL=%{(2LL‘_"1‘1>[2<1—a)]"+<1—2oc>iqn}

n=0

with L = [} + L.
For the 9/7 filter, the values of ¢, were approximated
using Taylor’s series expansion and obtained as follows:

go=1; g1 =5 —20; q» = 40> — 140+ 16;
g3 = 360 — 80 — 60 4 32/

Simplifying these equations,
expression for H(z) and H,(2).

Hi(z) = (—92/64 +0%/32+15/64 —1/(80))(z* + 1/z*)
+ (=02 /16 +110/32—11/16+1/(20)) (2 +1/2°)
+(1/8=1/22)) (2 +1/2)
+(=11e/32 402 /16 +15/16 — 1/(22))(z+1/2)
4+ (90/32 — o /16 —7/32+5/(4a))

we get the following

Hy(z) = (1/32 — a/32)(> + 1/2°)
+(1/8 — 0/16)(> + 1/2%)
+(7/32+a/32)(z+ 1/2) + (1/4 + o/8)

There are several useful features of parameterized DWT
construction that make it suitable for being a part of the
SWT:

2.1.1 Rational coefficients

The expressions for H;(z) and H,(z) have product of
exponents in o and z with rational coefficients. All these
rational coefficient multiplication operations can be sim-
plified into shift-add operations. For example, % =Apr4
and 28 = (B>2) — (B> 6) where > denotes a right shift
operation.

2.1.2 Feasible range of parameter o

The numerical value of free parameter o can be varied over
a wide range while retaining the perfect reconstruction
property of the wavelet transform. However, as we vary the
value of o over the range (—o0, +00), the output values of
the DWT operation have a very large dynamic range
requiring a larger number of bits for representation. This
would reduce the compression rates achievable with the
DWT-based coders.

Numerical experiments show that parameterized DWT
has a good PSNR value for image reconstruction with set-
partitioning in hierarchical trees (SPIHT) based coder
when o varies in the range 1-3. When « varies beyond this
range, the output DWT coefficients are spread over a large
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dynamic range. At low bit rates, the encoder is not able to
efficiently encode such a large range of input coefficients
leading to poor compression results. Figure 1 illustrates the
significant decline in PSNR values (in db) for o > 3.

2.1.3 Key-space

We divide this interval [1, 3] into 2™ sub-intervals. Thus, a
1D DWT operation is represented by m bits. One level of
wavelet decomposition involves successive filtering with
row and column filters. If we have N levels of decompo-
sition using DWT, we can choose different o values for all
2N filters (represented by 16 mN bits).

The actual choice of N and the number of sub-intervals
is subjective and depends on input images and desired
sensitivity of images. For example, the image sequences
which are input to highly crucial image processing
applications, such as medical imaging, can use more sub-
intervals while some applications—such as counting the
number of cars crossing an intersection—will allow low
number of bits. Figure 2 shows the mean square
values (MSE) for image encoded with one o value
and reconstructed with the adjacent « value for various
bit-width. It can be seen that 5 or less bits give a large
MSE (MSE > 8) while some applications may allow
m = 8.

Figure 3 shows the image performance of the parame-
terized DWT. We took three sample images: the first and
third being an aerial survey of some landscape while the
second image is a snapshot of Shakespeare’s written text
(Scene II from Julius Caesar). The results are presented
when an encryption (or image compression) was performed
with the o parameter set to 2.0 and decryption (or image
reconstruction) was performed with different o values. We
can see that the images decrypted with the wrong key
values (Fig. 3b, d, e) have poor visual quality. These
images miss many important details of the original scene or
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Fig. 1 PSNR values (in db) for image reconstruction using SPIHT
coder at different bitrates (in bpp or bits per pixel)
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Fig. 2 MSE values for sample images with the change in number of
bits assigned to one o parameter. The image was encoded with one o
value and decoded with adjacent alpha values for various bit-widths
of a. 1,000 simulations were run to obtain an average value

text. In this experiment, we have visualized the impact of
only using the parameterized DWT and a single key for all
levels of decomposition.

It can be seem that wrong guesses for DWT parameter o
leads to high reconstruction errors in images. However, we
need further dimensions to increase the key space and
make image reconstruction more obscure in case of wrong
guesses for the key value.

2.2 Subband re-orientation

The parent-child coding gain in the DWT-based coders was
quantified by Marcellin and Bilgin [23]. These dependen-
cies are generally credited for the excellent mean square
error (MSE) performances of zero-tree-based compression
algorithms such as embedded zero-tree coding of wavelet
coefficients (EZW) and SPIHT. The subbands were rotated
by 90° with respect to the previous scale prior to zero-tree
coding. These experiments indicate that the coding gain
due to these dependencies is not considerable for natural
images (typically around 0.40 dB for SPIHT-NC and
0.25 dB for SPIHT-AC). However, the image reconstruc-
tion quality will considerably change with the rotations of
subbands. Simple transformations, such as transposing the
subband matrix, reverse-ordering of the subbands along the
rows and columns, can be implemented in the subband
images simply by modifying the memory access pattern of
the computing block, without any computational overhead.
Such simple modifications in subband orientation can
highly affect image perception and can be implemented
without any computational overheads. It can be used as a
parameter for the SWT operation. A prior knowledge of
these parameters is a must in order to decompress the
image correctly. There are several useful features of sub-
band re-orientation that make it suitable for being a part of
the SWT:
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Fig. 3 Image reconstruction with different keys. a The original images which are then encrypted with « = 2, b—e show reconstruction with
o =1, 2,3 and 3.5, respectively

Fig. 4 a Image decomposition q_
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2.2.1 Zero computational overhead 2.2.2 Feasible subband re-orientations

Subband re-orientation can be achieved by intelligently  In Fig. 4b, we illustrate how we can represent the same
writing the outputs of DWT filter to the memory without  subband in eight different orientations: we have four ori-
any overheads in computational costs of the system. entations of the subband decided by the forward or reverse

@ Springer



J Real-Time Image Proc

Fig. 5 Image reconstruction with different keys. A aerial map image,
B San Francisco Golden gate aerial image, C brick wall (texture)
image and D airplane image. i Original image encrypted with keyO,

ordering of the matrix along rows or columns. We get four
more orientations by transposing the above four, summing
up to eight possible transformations for each subband. We
need a 3 bit value to represent this transformation for a
single subband.

2.2.3 Key-space

Figure 4a shows the 19 different subbands obtained by a
6-level wavelet decomposition. In general, we obtain
3N + 1 subbands for a N level wavelet decomposition,
each requiring 3 bits. Thus, we get a keyspace of 9N + 3
bits using subband re-orientation.

3 Security
In this section a brief evaluation of the security features of

proposed scheme is presented. A key-space of 16 mN +
(9N + 3) bits can be obtained from N levels of wavelet

@ Springer

ii Image decrypted with same key, iii-vi Image decrypted with
randomly generated keys

decomposition. For an image size of 512 x 512 pixels this
upper limit of N (Vpax) is 9. However, choosing N close to
Nmax Will lead to the innermost subband size being very
small.

We selected wavelet decomposition level of N = 6 for
images of dimension 512 x 512 pixels to allow a standard
block size of 8 x 8 pixels for the innermost subbands.
m = 8 is set for applications sensitive to image quality
while m = 5 works for all general applications.

Shannon’s [29] paper , which serves as the foundational
treatment of modern cryptography calls this property as the
"confusion’ property. Ideally, change in one bit of the key
should change the cipher text completely.

Figure 5 gives the performance of our scheme against
attacks with random keys. The images decrypted with
wrong keys have little resemblance to original images as
indicated by the PSNR values for these reconstructed
images (as shown in Table 1). Figure 6a—d gives the plot of
PSNR values of reconstructed images for the four test
images. 1,000 such trials were run with different random
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Fig. 6 Image reconstruction with randomly generated keys. a—d give
result of 1,000 random trials on the four sample images respectively.
The x-axis gives results with different keys. The 500th trial (with

Table 1 PSNR values (in db) for image reconstruction with various
random keys (encoded with key0)

Key0 Keyl Key?2 Key3 Key4
Aerial 0 12.36 11.17 11.67 11.77
San Francisco 0 18.40 17.34 18.21 18.46
Brick Wall 0 14.75 13.39 14.34 13.58
Airplane 0 13.19 11.26 11.63 12.43

keys. The single peak in each graph is observed for the
500th trial where the original key (for encryption) and the
decryption key are the same.

The hamming distance (h.d.) between two strings of
equal length is the number of positions for which the
corresponding symbols are different. i.e. the minimum
number of bits that must be “flipped* to go from one word
to the other. An ideal encryption scheme must give entirely
random output if the h.d. between the encryption and
decryption keys is non-zero. That is the case with block
ciphers such as AES or DES which allow enough mixing

o
£

22 1

PSNR of reconstructed images

300 400 S00 600 700 8OO 900
KeylD

0 100 200 1000

PSNR of reconstructed images

0 100 200 300 400 S00 600 700 8O0 900 1000
KeylD

500th key) refers to the test case with decryption with same key as the
encryption key. The y-axis represents the PSNR value of the
reconstructed images

between bit values in multiple rounds to achieve that effect.
The performance of SWT, is thus going to be less than the
conventional cryptographic schemes.

We tested our scheme for image reconstruction perfor-
mance with small h.d. between the two keys. Our scheme
provides security as evident by the low PSNR values (for
h.d. > 4) in Table 2. 1,000 simulations were run to obtain
the average PSNR value of reconstructed image with dif-
ferent hamming distances between the encoder and decoder
key. It can be observed from the PSNR values that a ham-
ming distance of 6 and above gives a perceptible reduction in
image appearance (indicated by low PSNR value). The
visual results are shown in Fig. 7. Different bit positions in
the key have different effect on the image quality degrada-
tion. This is attributed to the fact that changing different bit
positions in value of o will lead to different degrees of dis-
tortions. This attributes to the fact that Figure 7D(vi) has less
quality degradation compared to Fig. 7D(v). To quantify the
image degradation with increasing h.d., we ran 1,000 sim-
ulations and recorded the average values in Table 2

@ Springer
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Fig. 7 Image reconstruction with different keys. A aerial map image,
B San Francisco Golden gate aerial image, C brick wall (texture)
image and D airplane image. i Original image encrypted with keyO,

Table 2 Variations in image reconstruction quality (PSNR values)
with hamming distance

Hamming distance 0 1 4 6 8
Aerial o0 50.3 23 16.04 13.18
San Francisco 0 36.27 30.98 22.61 21.09
Brick Wall 0 50.27 37.5895 259 232
Airplane 0 44.28 21.64 21.43 16.16

4 Hardware implementation

Figure 8 gives an overview of the 1D SWT hardware
architecture. The input data (one pixel 1nput per cycle) xis
pipelined for eight cycles. We observe that z' and z~* values
in expressions for H(z) and H,(z) have the same coeffi-
cients. Thus, these values can be added together to simplify
further computations. In Fig. 8, eight of the nine inputs are
passed through four adders to reduce the number of input to
five. These values (labeled wg, wi, wy, w3 and wy,) are

@ Springer

ii Image decrypted with same key, iii—vi Image decrypted with
hamming distance of 1,4, 6 and 8
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Fig. 8 Hardware Architecture for THE 1D SWT Filter
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Table 3 Hardware utilization of DWT architecture on Xilinx Virtex XCVLX330 FPGA

SWT SWT SWT Pande and  Martina and  Daub-echies Jou et al. ~ Vishwanath  Huang
(RCM) (VLSI) (FPGA) Zambreno  Masera [25]  9/7 [14] et al. [33] et al. [13]
[27, 28]
Slices flip flops 5580 - 649 245 - 210 - - -
Multipliers 0 14 14 0 0 16 12 36 12
Adders 11 41 41 9 19 15 16 36 16
Registers 120 - 92 208 - 144 - - -
Critical path i, +17, T,+517, T,+5T, 3T, 5T, T, + 4T, T.+2T, T,+4T, AT, + 8T,
Clock frequency 114 (np) - 60 (np) 120 (np) 200 107 - - -
(MHz) - 500 (p) 243 (p)
Security Yes Yes Yes No No No No No No

T,, and T, are the time delay in multiplier and adder circuits, respectively

np not pipelined, p pipelined

multiplied with o, «* and o' to obtain the necessary
intermediate values which are input to shift and add logic.
The high and low pass filter coefficients are the final output
of the 1D SWT filter.

We performed several optimization steps to reduce the
cost of the underlying hardware. Division by binary coef-
ficients (e.g. 1/64, 1/16, 1/4) was performed using arith-
metic shift operations. This reduces the number of
multipliers in the circuit from 69 to 23. Reducing the
number of inputs from nine to five reduces the number of
adders in the design from 70 to 41 and the number of
multipliers from 23 to 14.

The initial work was presented in Pande and Zambreno
[26, 27] and there is a mistake in the count of multipliers
reported in them.

The input stream was then pipelined to achieve a higher
clock frequency (and hence higher throughput).

A Xilinx XC5VLX330 FPGA was targeted for our
experiments, using ModelSim 6.4 and Xilinx ISE 10.1 for
simulations and synthesis. The non-pipelined design had
clock frequency of 60 MHz while a pipelined design with
four extra cycles of latency achieves a clock frequency of
242 MHz. The design was also implemented using Syn-
opsys Design Compiler with the free PDK [30] 45 nm cell
library. Under the timing constraints of 500 MHz, the
design required 4,259 cells and a chip area of 22,066 pm?>.

The design used 14 10 x 9 bit multipliers, 41 adders (20
18-bit adders and 21 9-bit adders). The hardware require-
ments of our implementation are summarized and com-
pared with other implementations in Table 3. The critical
path of the implementation is 7,, + 5T, where T,, indicates
the time delay in multiplier and 7, indicates the time delay
in adder circuit.

The subband re-orientation part in DWT is done by
changing the write pattern of the subbands after the SWT
operation. Thus, no computational overhead is involved in
such an operation. It is noteworthy that ours is the first

proposal for image and video security based on SWT and
its hardware implementation.

The initial parameterized DWT design obtained a clock
frequency of about around 60 MHz, due to its long critical
path. The critical path of the circuit lies from the w; reg-
isters to the final low pass output. We then pipelined this
computation into several stages and obtained a faster
implementation. By adding 4 pipelining stages we obtained
a clock frequency of 242 MHz.

4.1 Reconfigurable constant multiplier (RCM)

The expression for low and high pass filter coefficients
were obtained in Sect. 2.1. It was implemented in Fig. 8
using several multiplier units. The w;, i € {0, 1, 2, 3, 4}
values are obtained by summing the inputs for symmetric
taps in the SWT implementation as shown in Fig. 8. w; is
calculated as follows:

wilk) = x(k + i) + x(k — i), i€{0,1,2,3,4}

Then, we can represent the filter expressions as:
Hl(k) = ZKI((J) X W,(k)
and

3
Ho(k) =Y Ki(a) x w;(k)

i=0
Here, K;(a) and I?,v(a) are the functions of the variable a,
and w; are obtained from the pipelined input. The values of
functions K;(a) and I?,-(a) remains the same as long as we
have the same a parameter. This implies that this value of
these functions behave as a constant and changes only
when we change the encryption key (and the associated
parameter a). This value can thus be computed and hard-
coded into the circuit. This constant multiplication can
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easily be mapped to a reconfigurable hardware with
programmable LUTs. If the input is represented by B; bits
and constant is represented by B, bits. We can use
(B1 + B») Bo-input LUTs to get the output values H,(k)
and H,(k). Alternatively, we can break down a (B; X B;)
bit multiplication into smaller input LUTSs. Thus the LUTs
based multiplier can be reconfigured corresponding to
incorporate any changes in encryption key.

This idea is used to build a Reconfigurable Constant
Multiplier or RCM. A RCM has one operand which is kept
constant and mapped to LUTs while the other multiplicand
is a variable and changes its value every clock cycle. The
constant operand can be changed dynamically by recon-
figuring the LUT values on-the-fly.

We discuss the implementation of a 4 x 4 bit RCM to
explain the LUT mappings.

4.1.1 4 x 4 Bits multiplier using LUTs

Let A and B be the two operands, both being 4 bits long.
Let us define two new binary variables:

P;=A; ®B;,G; = A;B;

The output bit and the sum at each stage can be represented
as:

Si =P ® CiCiy1 = Gi + PiC;

On simplification Mano and Ciletti [21], we get
C| = initial carry

C, =G+ PiCi =A B + (A @ B1)AoBy

C3 = Gy + PGy + PP Gy

Cy = G3 + P3Gy + P3P,G + P3P,P 1 Cy

and
S1=A1®B1®Ci=A DB ®AgBy
S, =A 0By ®Cr=A, B, @ (A1B1 + (A ©B1)AoBy). - -

We make some interesting observations and inferences.

e (; values can be expanded and expressed in terms of A;
and B, values.

e Similarly, a complex logical expression can be gener-
ated for each S; value. Each S; value is characterized
uniquely by a logical expression.

e If one of the inputs (say B) is a constant, S; can be
represented as a logic function of bit values of A.

Si :ﬁ(A3aA27A1aAO)
e No matter, how complex the function f;() may be, the
truth table can be represented by a 4-LUT. Essentially,

all the complex expressions for S; can be expressed in
terms of truth table of 4-LUT.

@ Springer

e We can represent the eight output bits for 4 x 4 bits
multiplier with eight 4-LUTs.

In general, we can implement a M x K bit constant
multiplication using (M+K) K-input LUTs.

It has been discovered that the LUT size of 4-6 provides
the best area-delay product for an FPGA Ahmed and Rose
[1]. Most commercial reconfigurable devices such as
FPGAs have 4-input LUTs. We therefore discuss the
mapping of an M x K bit constant multiplier into 4-LUTs
in the next subsection.

4.1.2 Mapping a generic RCM into LUTs

The multiplication of two inputs A and B (M-bit variable
input A, K-bit reconfigurable constant B) can be mapped to
LUTs similar to 4 x 4 bits multiplier by obtaining a gen-
eric expression for Sy, S>...Sy4x_1- S; values can be rep-
resented as flAy_1, Apr—2,...,A1) and can be therefore
mapped into an M-input LUT. We have (M + K — 1) §;
values, requiring (M 4+ K — 1) M-input LUTs to imple-
ment the multiplication of A and B.

A (K + 1)-input LUT can be build from 2 K-input LUTs
(as shown in the Figure 9). For example, we can build a
8-LUT from 2 7-LUTs which can be synthesized from
2 x 2 =4 6-LUTs. Thus, one 8-LUT can be made from
2* = 16 4-LUTs. Thus, we can build an arbitrary M-LUT
from 2"~* 4-LUTs.

Figure 10 gives an example of multiplication of 8-bit
number with 12-bit constant (M = 8, K = 12). Figure 10a
gives an implementation using 8-LUTs. 20 8-LUTs or
equivalently 128 4-LUTs are used in the design.

Figure 10b gives an alternative implementation of the
same multiplication by breaking the input number into
multiples of 4-bit values. 4-input LUTs are used to obtain
the X and Y values which are then added together using an
adder. This implementation requires 32 4-LUTs and a 20
bits adder. This design requires less LUTs but the presence
of 20-bit adder may slow down the clock speed in such a
design.

As—Ak1

Ax

Fig. 9 Building a (K + 1)-LUT from K-LUT
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a 110110010001
X AARAARARR
SSSSSSSSSSSSSSSSSSSS

(Operand 1)
(Operand 2)
(Product )

b 110110010001 (Operand 1)
x AAAAaaaa (Operand 2)
OOOODO0DEENOIYX,. (aaaa * 0001)
+Y Yy Y YYYYYYYYYY (AARA * 1001)
SS8S8S8S8SSS5SSSSSSSSSS (Product )

Fig. 10 TIllustration of 12-bit constant multiplication with a 8-bit
input. a The individual bits of product are obtained as output of a
8-LUT. b 4-LUTs are used in the implementation with the input A
divided into two 4-bit values

4.2 Implementation results

We estimated the hardware performance of our architec-
ture by synthesizing the design on a Xilinx Virtex-4
XC4VLX140 FPGA, using ModelSim SE 6.4 for simulation
and Xilinx ISE 10.1 for synthesis. This design just serves as
the proof of concept for our architecture. An ASIC imple-
mentation with fixed interconnects for LUTs can achieve
significant improvements in clock speed and throughputs.

Table 3 shows the performance comparison of SWT
architecture with existing works and amongst different
various configurations. A direct implementation of
Daubechies 9/7 DWT filter requires 16 multiplier and 12
adders in the design. The critical path is T, + 4T,, where
T, is the time latency of multiplier and 7, is the time
latency of adder. Several optimizations were proposed
including those by Jou et al. [14]; Vishwanath et al. [33];
Huang et al. [13]. Our earlier work Pande and Zambreno
[27, 28] obtains a multiplier-less optimized architecture for
DWT that has time latency of only 37, cycles. On a Virtex-
4 FPGA, it obtained a clock frequency of 120 MHz.

A direct implementation of SWT using hardware mul-
tipliers gave a clock frequency of 60 MHz. The critical path
has one multiplier and five adders (7,, + 57,). We removed
all the multipliers in the design with RCM blocks which
reduced the critical path to four adders and one look-up
operation (47, + T;). (The entire expression for filter
coefficients, earlier spanning many multipliers and adders is
now represented by a single RCM). The use of reconfigu-
rable multipliers reduces the critical path of the SWT circuit
and leads to an improved clock frequency of 114 MHz.

All the reported clock frequency except the VLSI
implementation represent implementation on Vitex-4
FPGA. These FPGAs are built on a 90 nm process tech-
nology. To test the speed of VLSI implementation of
proposed architecture, we used freepdk 45 nm cell library
Stine et al. [30]. We were able to target a clock frequency
of 500 MHz.

It can easily support HD video at 30 frames per second
and resolutions higher than 1440 x 1080.

5 Conclusion and future work

We proposed a DWT design in which the choice of filter
coefficients and the orientation of subbands are performed
in accordance with a key. The system provides both
encryption and security and thwarts brute force attacks.
The major contributions of this work are as follows:

1. DWT kernel was parameterized to incorporate the
encryption feature and promise reasonable security for
real-time embedded multimedia systems.

2. A zero computation overhead subband re-orientation
scheme is proposed and implemented in this paper.

3. An optimized hardware implementation of the DWT
architecture is presented. The proposed hardware
implementation has low critical path and thus achieves
a high clock frequency. Reconfigurable hardware
based implementation is presented in this paper to
embed the key information into the reconfigurable bit
stream.

The proposed SWT operation provides a large key-space
for multimedia encryption when used as a part of image
compression system. As a future work, we propose to
parameterize and integrate encryption to other steps in
multimedia compression. However, if used by itself, it is
prone to cryptanalysis because it retains correlation
amongst subbands and some other properties useful in
subsequent compression operations.
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